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DESCRIPTION 

SERVICE SOFTWARE ACQUIRING METHOD, SYSTEM AND ELECTRONIC 
COMMUNICATION DEVICE USED THEREFOR 

BACKGROUND OF THE INVENTION 

TECHNICAL FIELD 

[0001] The present invention relates to a method for 
acquiring software for performing remote processing, and more 
specifically to a method for acquiring software for 
performing remote processing for having information shared 
between electronic communication devices, such as a digital 
still camera (DSC) , a digital video camera (DVC) , a mobile 
phone, a digital television (DTV) , a home server, a set-top 
box (STB) , and a safe-deposit box, that are connected to a 
service administration host via a network. 

BACKGROUND ART 

[0002] Conventionally, in the case of performing a desired 

process with an electronic communication device, such as a 

digital still camera (DSC) , a digital video camera (DVC) , a 

mobile phone, a portable device, a digital television (DTV) , 

a home server, a set-top box (STB) , and a safe-deposit box, 

that is connected to a service administration host via a 
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network or radio, if software necessary for performing the 
desired process is not stored in the device itself, the 
necessary software is downloaded from the service 
administration host, to perform the desired process (see, for 
example, Japanese Laid-Open Patent Publication No. 2002- 
169621) . 

[0003] However, in such a conventional structure, the 
electronic communication device that has downloaded software 
performs a process only within itself, and is not capable of 
performing a — prcdctcrmincd the process in association with 
another electronic communication device. 

[0004] In addition, electronic communication devices are 
not provided with information as to addresses of other 
electronic communication devices, and therefore, even if an 
electronic communication device desires another electronic 
communication device to perform some process, that electronic 
communication device is incapable of giving commands to the 
other electronic communication device. 

[0005] Note that it is conceivable to configure the 

electronic communication devices to include applications that 

enable the electronic communication devices to share a 

predetermined process. However, since there are various 

kinds of electronic communication devices, it is unrealistic 

to provide each electronic communication device with a 

plurality of pieces of software which correspond to the 
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electronic communication device, in view of memory 
limitations . 

DISCLOSURE BRIEF SUMMARY OF THE INVENTION 
[0006] Therefore, an object of the present invention is to 
provide a method for enabling remote processing to be 
performed between electronic communication devices, even if 
the electronic communication devices neither previously 
possess address information of the electronic communication 
devices nor previously possess software for having 
information shared between the electronic communication 
devices . 

[0007] To solve the above-described problems, the present 
invention provides a method for acquiring software necessary 
for a remote service that is desired to be shared between a 
local host and a remote host which are connected via a 
network, from a service administration host that has the 
software stored therein, the method including: a step in 
which the local host requests the service administration host 
to start a desired remote service; a step in which, in 
response to the request to start the remote service, the 
service administration host chooses remote hosts that are 
capable of sharing the remote service with the local host, 
and returns to the local host information as to the chosen 

remote hosts; a step in which, based on the returned 
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information as to the chosen remote hosts, the local host 
selects a remote host with which the local host desires to 
share the remote service, and instructs the selected remote 
host to download from the service administration host the 
software for sharing the remote service; and a step in which 
the selected remote host downloads from the service 
administration host the necessary software which the selected 
remote host has been instructed to download. 

[0008] Accordingly, since the remote host is able to 
download the necessary software from the service 
administration host in response to a request from the local 
host, it is unnecessary for the remote host side to be 
previously provided with the necessary software. That is, *%■ 
becomeo — poooiblo — that software which is regularly unused and 
unnecessary is acquired as the need arises. 

[0009] Also, the present invention provides a method for 

acquiring software necessary for a remote service that is 

desired to be shared between a local host and a remote host 

which are connected via a network, from a service 

administration host that has the software stored therein, the 

method including: a step in which the local host requests the 

service administration host to start a desired remote 

service; a step in which, in response to the request to start 

the remote service, the service administration host chooses 

remote hosts that are capable of sharing the remote service 
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with the local host, and returns to the local host 
information as to the chosen remote hosts; a step in which, 
based on the returned information as to the chosen remote 
hosts, the local host selects a remote host with which the 
local host desires to share the remote service, and instructs 
the service administration host to transmit to the selected 
remote host the software for sharing the remote service; and 
a step in which, in response to the instruction to transmit 
the software, the service administration host transmits the 
necessary software to the selected remote host. 
[0010] Accordingly, necessary software is transmitted from 
the service administration host to the remote host in 
accordance with an instruction from the local hosty- 
thcroforo . Therefore it is made possible for the remote host 
tecan acquire the necessary software even if the local host 
does not know the address of the remote host, while making it 
possible to oliminato and the need for the remote host side to 
be previously provided with the necessary software is 

eliminated . In other words, it — becomes — possible that 

software which is regularly unused and unnecessary is 
acquired as the need arises. 

[0011] Also, the present invention provides a method for 

acquiring software necessary for a remote service that is 

desired to be shared between a local host and a remote host 

which are connected via a network, from a service 
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administration host that has the software stored therein, 
wherein the network has a certificate authority host for 
authenticating the local host connected thereto, the method 
including: a step in which the local host acquires a 
registered user key from the certificate authority host; a 
step in which the local host transmits, to the service 
administration host, a request to start a desired remote 
service together with the user key; a step in which, in 
response to the request to start the remote service, the 
service administration host chooses, from among remote hosts 
which are accessible based on the user key, remote hosts that 
are capable of sharing the remote service with the local 
host, and returns to the local host information as to the 
chosen remote hosts; a step in which, based on the returned 
information as to the chosen remote hosts, the local host 
selects a remote host with which the local host desires to 
share the remote service, and transmits to the selected 
remote host an instruction to download from the service 
administration host the software for sharing the remote 
service together with the user key; and a step in which, if 
an authenticity of the user key is certified — association 
with by the certificate authority host, the selected remote 
host downloads from the service administration host the 
necessary software which the selected remote host has been 
instructed to download. 
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[0012] Accordingly, the remote host is able to download 
the necessary software from the service administration host 
in response to a request from the local host, therefore it — ±-s- 
poooiblc to eliminate the need for the remote host side to be 
previously provided with the necessary software is 
eliminated . That is, it becomes possible that software which 
is regularly unused and unnecessary is acquired as the need 
arises. Moreover, the remote host checks a user key to 
determine whether an unauthorized process is intended to be 
performed, therefore — and so it is possible to provide safe 
service . 

[0013] Also, the present invention provides a method for 
acquiring software necessary for a remote service that is 
desired to be shared between a local host and a remote host 
which are connected via a network, from a service 
administration host that has the software stored therein, 
wherein the network has a certificate authority host for 
authenticating the local host connected thereto, the method 
including: a step in which the local host acquires a 
registered user key from the certificate authority host; a 
step in which the local host transmits to the service 
administration host a request to start a desired remote 
service together with the user key; a step in which, in 
response to the request to start the remote service, the 

service administration host chooses, from among remote hosts 
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which are accessible based on the user key, remote hosts that 
are capable of sharing the remote service with the local 
host, and returns to the local host information as to the 
chosen remote hosts; a step in which, based on the returned 
information as to the chosen remote hosts, the local host 
selects a remote host with which the local host desires to 
share the remote service, and transmits to the service 
administration host an instruction to transmit to the 
selected remote host the software for sharing the remote 
service together with the user key; and a step in which, in 
response to the instruction to transmit the software, the 
service administration host transmits the necessary software 
to the selected remote host after an authenticity of the user 
key is certified *ft — aooociation — with by the certificate 
authority host. 

[0014] Accordingly, necessary software is transmitted from 

the service administration host to the remote host in 

accordance with an instruction from the local hostT — therefore 

it — ±-s — made — possible — f-o^e . Therefore the remote host te-can 

acquire the necessary software even if the local host does 

not know the address of the remote host, while — ma Icing — it 

popoible to eliminatc and the need for the remote host side to 

be previously provided with the necessary software is 

eliminated . That is, it becomes possible that software which 

is regularly unused and unnecessary is acquired as the need 
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arises. Furthermore, the service administration host checks 
a user key to determine whether an unauthorized process is 
intended to be performed, therefore — and so it becomes 
possible to provide safe service. 

[0015] Preferably, the information as to the chosen remote 
hosts 4-s -includes addresses of the chosen remote hosts that 
are assigned on the network. 

[0016] This makes it possible for the local host to 
identify a remote host on the network even if the address of 
the remote host on the network is unknown thereto . 
[0017] Preferably, there is further included a step in 
which the local host downloads from the service 
administration host the software necessary for sharing the 
remote service. 

[0018] Accordingly, even in the case where the necessary 
software does not exist within the local host, it is possible 
to download the software. Therefore, it becomes possible for 
the local host and the remote host te -can share a desired 
service . 

[0019] Preferably, there is further included a step in 
which, if a plurality of remote hosts that are capable of 
sharing the remote service are present, the local host 
displays a remote host that is accessible. 

[0020] Accordingly, it becomes possible for the local host 

side to select a plurality of remote hosts that are capable 
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of sharing the remote service. Therefore, it becomes 
possible to select an optimal remote host. 

[0021] Preferably, there is further included a step of 
communicating information between the selected remote host 
and the local host fey- — utilizing the software downloaded by 
the selected remote host. 

[0022] Accordingly, it becomes possible to exchange 
information between the remote host and the local host. For 
example, it becomes possible to perform a process of 
forwarding data or the like stored in the remote host to the 
local host. 

[0023] Preferably, in the step of communicating 
information, still image data possessed by the local host or 
the selected remote host is communicated. 

[0024] Accordingly, it becomes possible to exchange still 
image data between the local host and the remote host. 
[0025] Preferably, in the step of communicating 
information, video image data possessed by the local host or 
the selected remote host is communicated. 

[0026] Accordingly, it becomes possible to exchange video 

image data between the local host and the remote host. 

[0027] Preferably, in a case where information is 

communicated between the local host and the selected remote 

host, there are further included: a step in which the local 

host or the selected remote host transmits the information to 
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a remote host different from the selected remote host, the 
different remote host being capable of performing a 
predetermined process on the information that is 
communicated; and a step in which, after performing the 
predetermined process, the different remote host transmits 
the processed information to the selected remote host or the 
local host. 

[0028] Accordingly, even in the case where the local host 
and the remote host are not capable of having information 
shared only by themselves, it is possible to transmit the 
information to another remote host and make the information 
sharable. Therefore even in the case where the local host 
and the remote host are not capable of having information 
shared only by themselves, it can be made possible to share 
the information therebetween. 

[0029] Preferably, the predetermined process is a process 
of converting a format of the information. 

[0030] Accordingly, even if the format is not compatible, 
it is possible to exchange the information between the remote 
host and the local host, because format conversion is 
performed by an intermediate entity. 

[0031] Preferably, the predetermined process is a process 
of converting a resolution of the information to a 
predetermined resolution. 

[0032] Accordingly, even if the resolutions of the local 

11 



host and the remote host are different from each other, it is 

possible to exchange information therebetween, because 

resolution conversion is performed by an intermediate entity. 

[0033] Also, the present invention provides a method for 

acquiring software necessary for a remote service that is 

desired to be shared between a local host and a remote host 

which are connected via a network, from a service 

administration host that has the software stored therein, the 

method including: a step in which the local host selects a 

remote host that is capable of executing the software 

necessary for the remote service that is desired to be 

shared; a step of instructing the selected remote host to 

download the software from the service administration host; 

and a step in which the selected remote host downloads from 

the service administration host the necessary software which 

the selected remote host has been instructed to download. 

[0034] Accordingly, the remote host is able to download 

the necessary software from the service administration host 

in response to an instruction from the local host, therefore 

it is made possible to eliminate the need for the remote host 

side to be previously provided with the necessary software. 

That is, it becomes possible that software which is regularly 

unused and unnecessary is acquired— as the need arises. 

[0035] Preferably, there is further included a step of 

communicating information between the selected remote host 
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and the local host fey — utilizing the software downloaded by 
the selected remote host. 

[0036] Accordingly, it becomes possible to exchange 
information between the remote host and the local host. For 
example, it becomes possible to perform a process of 
forwarding data_^ or the like^ stored in the remote host to 
the local host. 

[0037] Preferably, there is further included a step in 
which the local host downloads from the service 
administration host the software necessary for sharing the 
remote service. 

[0038] Accordingly, even in the case where the necessary 
software does not exist within the local host, it is possible 
to download the software. Therefore, it becomes possible for 
the local host and the remote host to share a desired 
service . 

[0039] Preferably, the selected remote host keeps the 

acquired software stored therein, and in the step in which 

the selected remote host downloads from the service 

administration host+>_ if an instruction to download the 

necessary software is given from the local host, the selected 

remote host determines whether software identical to the 

necessary software is included in the stored software-? — if no^ 

If the necessary identical — software is includcd not stored , 

the selected remote host downloads the necessary software 
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from the service administration host-r,_ and if an-y 
identical the necessary software is includcd stored 7 — without 

downloading the nocoooary software from the service 

administration — host , the local host and the selected remote 
host carry out the remote service by employing the stored 
software , without downloading the software from the service 
administration host . 

[0040] Accordingly, previously downloaded software is 
reused, therefore it becomes possible to reduce an amount of 
communication for downloading. 

[0041] Preferably, in the step in which the selected 
remote host downloads from the service administration host, 
further ; — if the identical software is included in the stored 
software , a version of the necessary software and a version 
of the stored software are compared-; — and if . If the version 
of the stored software is older, the stored software is 
discarded, and the necessary software is downloaded from the 
service administration host. 

[0042] Thus, the remote host downloads the latest version 
of the software. Therefore, even in the case where the 
remote host has cached software, it is possible to prevent 
difference — differences in software vers ion vers ions between 
the local host and the remote host. 

[0043] Preferably, the selected remote host keeps acquired 

software stored therein, and in the step in which the service 
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administration host transmits the necessary software to the 
selected remote host-e->_ the service administration host 
inquires of the selected remote host whether the necessary 
software is stored-; — In response to the inquiry from the 
service administration host, the selected remote host 
determines whether software identical to the necessary 
software is stored, and the selected remote host reports a 
result of the determination to the service administration 
host-; — aftd — itft . In response to the report from the selected 
remote host, if the identical software is not stored, the 
service administration host transmits the necessary software 
to the selected remote host. 

[0044] Accordingly, previously downloaded software is 
reused, thorcfore and it becomes possible to reduce an amount 
of communication for downloading. 

[0045] Preferably, when the selected remote host 
determines whether the — software identical to the necessary 
software is stored, the selected remote host reports to the 
service administration host that the — identical software is 
not stored if mcrcly only an older version of the software is 
stored . 

[0046] Thus, the service administration host transmits the 

latest version of software. Therefore, even in the case 

where the remote host has cached software, it is possible to 

prevent difference — differences in software vers ions vera ion 
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between the local host and the remote host. 

[0047] Preferably, the local host keeps acquired software 
stored therein, and in the step in which the local host 
downloads from the service administration host-s- the local 
host determines whether software identical to the necessary 
software is included in the stored software-; — if -. If no 
identical software is stored includcd , the local host 
downloads the necessary software from the service 
administration host-r^ and if afty — idcntical the necessary 
software is includcd storedi — without downloading the necessary 
software — from the — service administration host , the local host 
and the selected remote host carry out the remote service by 
employing the stored software , without downloading the 
software from the service administration host . 

[0048] Accordingly, previously downloaded software is 
reused, therefore it becomes possible to reduce an amount of 
communication for downloading. 

[0049] Preferably, in the step in which the local host 

downloads from the service administration host, further : — if 

the identical software is included, a version of the 

necessary software and a version of the stored software are 

compared-^ and if the version of the stored software is 

older, the stored software is discarded, and the necessary 

software is downloaded from the service administration host. 

[0050] Accordingly, the local host downloads the latest 
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version of software. Therefore, even in the case where the 
local host has cached software, it is possible to prevent 
difference — differences in software vera ion vers ions between 
the local host and the remote host. 

[0051] Preferably, there are further included: a step in 
which the local host requests from the service administration 
host a list of remote services that are usable to the local 
host; a step in which, in response to the request from the 
local host, the service administration host recognizes each 
of the remote services that are usable to the local host; a 
step in which the service administration host recognizes a 
remote host that is capable of sharing the recognized remote 
service with the local host; a step in which the service 
administration host reports to the local host a service list 
that shows a combination of the remote service and the remote 
host; and a step in which the local host displays the 
reported service list. 

[0052] Accordingly, it becomes possible for a user of the 
local host to simultaneously recognize a service available 
through the use of the local host and a remote host which is 
capable of sharing the service. 

[0053] Preferably, there are further included: a step in 

which the local host requests from the service administration 

host a list of remote hosts that are accessible by the local 

host; a step in which, in response to the request from the 
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local host, the service administration host recognizes the 

remote hosts that are accessible by the local host; a step in 

which the service administration host recognizes, with 

respect to each of the recognized remote hosts, a remote 

service that is shareable with the local host; a step in 

which the service administration host reports to the local 

host a remote host list that shows a combination of the 

remote host and the remote service; and a step in which the 

local host displays the reported remote host list. 

[0054] Accordingly, it becomes possible — for a user of the 

local host t ecan simultaneously recognize an available remote 

host and a service which is sharable with the remote host. 

[0055] Preferably, there are further included: a step in 

which the local host requests, from a list relaying host 

which is connected to the network, a list of remote services 

that are usable to the local host; a step in which, in 

response to the request from the local host, the list 

relaying host requests, from the service administration host, 

the list of remote services that are usable to the local 

host; a step in which, in response to the request from the 

list relaying host, the service administration host 

recognizes each of the remote services that are usable to the 

local host; a step in which the service administration host 

recognizes a remote host that is capable of sharing the 

recognized remote service with the local host; a step in 
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which the service administration host reports to the local 
host a service list that shows a combination of the remote 
service and the remote host; and a step in which the local 
host displays the reported service list. 

[0056] Accordingly, it becomes possible — for a user of the 
local host te -can simultaneously recognize a service available 
with the use of the local host and a remote host capable of 
sharing the service. 

[0057] Preferably, there are further included: a step in 

which the local host requests, from a list relaying host 

which is connected to the network, a list of remote hosts 

that are accessible by the local host; a step in which, in 

response to the request from the local host, the list 

relaying host requests from the service administration host 

the list of remote hosts that are accessible by the local 

host; a step in which, in response to the request from the 

list relaying host, the service administration host 

recognizes the remote hosts that are accessible by the local 

host; a step in which the service administration host 

recognizes, with respect to each of the recognized remote 

hosts, a remote service that is shareable with the local 

host; a step in which the service administration host reports 

to the local host a remote host list that shows a combination 

of the remote host and the remote service; and a step in 

which the local host displays the reported remote host list. 
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[0058] Accordingly, it becomes possible — for a user of the 
local host fee -can simultaneously recognize an available remote 
host and a service which is sharable with the remote host. 
[0059] Also, the present invention provides a system for 
executing a desired process between at — least — two or more 
electronic communication devices that are connected via a 
network, the system including: a service administration host 
that is connected to the network and has stored therein 
software necessary for executing the desired process; among 
the at — least two or more electronic communication devices, a 
first electronic communication device operated by a user, and 
a second electronic communication device that is capable of 
executing the desired process by operating in association 
with the first electronic communication device; and 
association recognition means for recognizing an association 
between the first electronic communication device and the 
second electronic communication device, wherein the first 
electronic communication device includes software acquisition 
means for, when executing the desired process, 
in structing al lowing the second electronic communication 
device recognized by the association recognition means to 
acquire the software stored in the service administration 
host . 

[0060] Accordingly, the second electronic communication 

device is able to acquire software necessary for executing a 
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desired process, therefore it ia possible to eliminate and the 
need for the second electronic communication device to be 
previously provided with the software is eliminated . That 
is, — becomes — possible — that — software which is regularly 
unused and unnecessary is acquired as the need arises. 
[0061] Preferably, the software acquisition means 
instructs the second electronic communication device selected 
by the user to download the software from the service 
administration host. 

[0062] Preferably, the software acquisition means 
instructs the service administration host to transmit the 
software to the second electronic communication device 
selected by the user. 

[0063] Preferably, when recognizing the association, the 
association recognition means recognizes the second 
electronic communication device that is capable of operating 
in association with the first electronic communication device 
by authenticating the user operating the first electronic 
communication device. 

[0064] Preferably, the association recognition means is 
provided within a home server for a user who possesses the 
first electronic communication device. 

[0065] Preferably, the association recognition means is 

provided within the service administration host. 

[0066] Also, the present invention provides an electronic 
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communication terminal that is connected to a network and 
which executes a predetermined process by operating in 
association with a remote host connected to the network, the 
terminal including: information acquisition means for 
acquiring, from a computer device connected to the network, 
information as to remote hosts that are capable of executing 
the predetermined process in association; remote host 
specification means for, based on the information acquired by 
the information acquisition means, specifying a remote host 
that is capable of executing the predetermined process in 
association; and software acquisition request means for 
causing the remote host specified by the remote host 
specification means to acquire software for executing the 
predetermined process, the software being stored in a service 
administration host connected to the network. 

[0067] Accordingly, it becomes possible for the electronic 
communication device tecan allow the remote host to acquire 
software necessary for executing a desired process. 
[0068] Preferably, there is further included user key 
acquisition means for acquiring a user key that is registered 
in a certificate authority host connected to the network^ 
and the software acquisition request means transmits the user 
key acquired by the user key acquisition means together with 
a request to acquire the software for executing the 
predetermined process. 
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[0069] Accordingly, it becomes possible for the electronic 
communication device trecan allow the remote host to acquire 
software necessary for executing a desired process. 
Moreover, the remote host checks a user key to determine 
whether an unauthorized process is intended to be performed, 
therefore and so it is possible to provide safe service. 
[0070] Also, the present invention provides an electronic 
communication terminal that is connected to a network and 
which executes a predetermined process by operating in 
association with a local host connected to the network, the 
terminal including: software acquisition request reception 
means for accepting, from the local host, a request to 
acquire software for executing the predetermined process; and 
software acquisition means for downloading, from a service 
administration host connected to the network, the software 
for executing the predetermined process. 

[0071] Accordingly, it — is — possible — f-e* — the electronic 
communication device t ocan acquire software necessary for 
executing a desire process in accordance with an instruction 
from the local host. 

[0072] Preferably, there is further included user key 

check means for requesting a certificate authority host 

connected to the network to check a user key; and in a case 

where the user key accompanies the request to acquire the 

software received by the software acquisition request 
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reception means, if the user key check means authenticates 
the user key, the software acquisition means downloads, from 
the service administration host, the software for executing 
the predetermined process. 

[0073] Accordingly, i-fe — is — possible — f-e*= — the electronic 
communication device tecan acquire software necessary for 
executing a desired process in accordance with an instruction 
from the local host. Moreover, the electronic communication 
device checks a user key to determine whether an unauthorized 
process is intended to be performed, therefore — and so it is 
possible to provide safe service. 

BRIEF DESCRIPTION OF THE DRAWINGS 
[0074] FIG. 1 is a diagram showing an overall structure of 
a service download system according to a first embodiment of 
the present invention. 

[0075] FIG. 2 is a diagram showing exemplary information 
stored in a service administration host 4 . 

[0076] FIG. 3 is a block diagram showing an exemplary 
hardware configuration for a local host 1 and a remote host 2 
according to the first embodiment of the present invention. 
[0077] FIG. 4 is a flowchart for explaining an operation 
of the entire system according to the first embodiment of the 
present invention. 

[0078] FIG. 5 is a diagram showing exemplary information 
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which is returned from the service administration host 4 to 
the local host 1 in the system according to the first 
embodiment of the present invention. 

[0079] FIG. 6 is a diagram showing exemplary additional 
information which is received by the local host 1 from the 
service administration host 4 in the system according to the 
first embodiment of the present invention. 

[0080] FIG. 7 is a flowchart showing an operation of a 
remote host according to a second embodiment of the present 
invention . 

[0081] FIG. 8A is a diagram showing a correspondence 
between versions of software according to the second 
embodiment of the present invention. 

[0082] FIG. 8B is a diagram showing difference between 
versions of software according to the second embodiment of 
the present invention. 

[0083] FIG. 9 is a flowchart showing an operation of a 
local host according to a third embodiment of the present 
invention . 

[0084] FIG. 10 is a flowchart showing operations of the 
local host and the service administration host during a 
service list acquisition process (step S601) . 

[0085] FIG. 11 is a flowchart showing operations of the 

local host and the service administration host in the case of 

acquiring a list of accessible remote hosts. 

25 



[0086] FIG. 12 is a diagram showing an overall structure 
of a service software acquisition system according to a sixth 
embodiment of the present invention. 

[0087] FIG. 13 is a flowchart for explaining an operation 
of the entire system according to the sixth embodiment of the 
present invention. 

BEST MODE FOR CARRYING OUT DETAILED DESCRIPTION OF THE 

INVENTION 

(first embodiment) 
[0088] FIG. 1 is a diagram showing an overall structure of 
a service software acquisition system according to a first 
embodiment of the present invention. In FIG. 1, the service 
software acquisition system includes a local host 1, four 
remote hosts 2, a certificate authority host 3, and a service 
administration host 4. Note that although the local host 1, 
the certificate authority host 3, and the service 
administration host 4 are each described herein as being 
single in — number units , they can be multiple in number. In 
addition, the number of remote hosts 2 may be less than or 
greater than four. 

[0089] The local host 1 is an electronic communication 

device such as a digital still camera (DSC) , a digital video 

camera (DVC) , a mobile phone, a portable device, a digital 

television (DTV) , a home server, a set-top box (STB) , a safe- 
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deposit box, or the like. The remote hosts 2 are each an 
electronic communication device such as a digital still 
camera (DSC) , a digital video camera (DVC) , a mobile phone, a 
portable device, a digital television (DTV) , a home server, a 
set-top box (STB), a safe-deposit box, or the like. 
[0090] The certificate authority host 3 is a computer in 
which user keys of the local host 1 and the remote hosts 2 
are registered. The certificate authority host 3 may be a 
home server placed in a home, a server placed at an Internet 
provider^ or the like, or a server placed at the premises of 
a company. 

[0091] The service administration host 4 is a computer 
that administers addresses (e.g., IP addresses) of the local 
host 1 and the remote hosts 2. Typically, the service 
administration host 4 is a server on the Internet, or the 
like. 

[0092] The local host 1, the remote hosts 2, the 

certificate authority host 3, and the service administration 

host 4 are connected via a network 5 . The network 5 may be a 

wire network, a wireless network, or a combination thereof. 

Typically, the network 5 is a network composed of a 

combination of the Internet, a telephone network, a mobile 

phone network, a PHS network, an ADSL network, and so on. 

[0093] If the local host 1 or a remote host 2 makes a 

request to acquire a user key corresponding thereto, the 
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certificate authority host 3 returns the user key, which has 
previously been registered. Also, if the local host 1, the 
remote host 2, or the service administration host 4 makes a 
request to check a user key, the certificate authority host 3 
checks the user key and returns a check result. The term 
"user key" as used herein refers to an identifier for 
identifying a user. 

[0094] The service administration host 4 has stored 
therein information as to any remote host 2 accessible to the 
local host 1 via the network 5. The user key of a user who 
uses the local host 1 (hereinafter simply referred to as a 
"local host user key") and the address (e.g., IP address) of 
the remote host 2 are used to associate the local host 1 with 
the remote host 2. In addition to the address of the remote 
host 2, the service administration host 4 also has stored 
therein information as to hardware characteristics, etc., of 
the remote host 2. 

[0095] FIG. 2 is a table showing exemplary information 

stored in the service administration host 4. In FIG. 2, it 

is assumed that "REMOTE HOST A," "REMOTE HOST B, " "REMOTE 

HOST C," and "REMOTE HOST D" represent information as to the 

addresses, e.g., IP addresses, of the individual remote 

hosts. In addition, it is assumed that "LOCAL HOST A," 

"LOCAL HOST B, " and "LOCAL HOST C" represent their respective 

local host user keys. As shown in FIG. 2, information as to 
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remote hosts accessible to local hosts via the network 5 is 
represented such that the local host user keys and the 
addresses of the remote hosts are associated with each other. 
[0096] If the local host 1 makes a request to transmit 
information as to any remote host 2 which can be used by the 
local host 1, the service administration host 4 refers to the 
information as shown in FIG. 2 and returns an address of a 
remote host 2 corresponding to a user key transmitted from 
the local host 1 and information thereof. 

[0097] The service administration host 4 has prestored 
therein software which is required not by the local host 
alone but which becomes necessary when operating in 
association with another device (remote host) . Such software 
is referred to as "remote software" because it is used for 
remote processing between the local host 1 and a remote host 
2. In response to a request from the local host 1, the 
service administration host 4 provides this software to the 
local host 1 and/or the remote host 2. In this manner, the 
service administration host 4 provides the remote software 
necessary for remote processing. Accordingly, the providing 
of software by the service administration host 4 is called a 
"remote software providing service." Hereinafter, it is 
assumed, unless otherwise noted, that the term "service" or 
"remote service" refers to the "remote software providing 
service . " 
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[0098] For example, service software (hereinafter simply 
referred to as "software") is software (which is represented 
by "SW" in the drawings) for exchanging information between 
the local host 1 and a remote host 2. In the case where the 
local host 1 is a mobile phone and the remote host 2 is a 
digital television or a video recorder, the software is, for 
example, software for forwarding video image data stored in 
the mobile phone to the digital television or the video 
recorder. Conversely, in the case where the local host 1 is 
a digital television or a video recorder and the remote host 
2 is a mobile phone, the software is, for example, software 
for forwarding video image data stored in the digital 
television or the video recorder to the mobile phone. 
[0099] When the local host 1 is used singly, software to 
be used in another electronic communication device (which in 
this example is a remote host 2) is not required. Therefore, 
it is not necessarily required that the local host 1 is 
previously provided with such software. However, in the case 
where a process that — is difficult te — be — performed — by -f or the 
local host 1 to perform due to limitations of its own 
hardware , it can be executed with hardware of another 
electronic communication device, if they are enabled to 
exchange information therebetween, and it becomes possible to 
perform that process more efficiently. 

[0100] For example, consider the case where a mobile phone 
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has become incapable of storing more still or video image 
because of having stored therein as many still or video 
images as possible. In this case, the aforementioned process 
includes, for example, a process of forwarding the still or 
video image from the mobile phone to another electronic 
communication device that is capable of storing the still or 
video image. The aforementioned process also includes, e.g., 
a process of importing a still or video image from a digital 
TV to a mobile phone. As such, the service software is 
software for operating in association with another electronic 
communication device. 

[0101] The hardware configurations of the local host 1 and 

the remote host 2 are known. FIG. 3 is a block diagram 

showing an exemplary hardware configuration for the local 

host 1 and the remote host 2 (which are collectively referred 

to as an "electronic communication terminal" in the drawing) . 

In FIG. 3, the electronic communication terminal, i.e., the 

local host 1 or the remote host 2, at least includes: a 

communication section al for performing communication via a 

network; a CPU a2 for controlling operation of the terminal; 

a memory a3 for storing a program to be executed by the CPU 

a2 and storing necessary data; a storage device a4, such as a 

flash ROM, a hard disk, or the like, which holds data even 

after the electronic communication terminal is turned off; a 

display section a5, such as a liquid crystal panels or the 
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like, for performing screen display based on control from the 
CPU a2; and an input section a6, such as a button switch^ or 
the like, for inputting a user instruction. A program for 
performing an operation as described below is stored in the 
storage device a4 . The CPU a2 reads the program into the 
memory a3, and controls operation of the electronic 
communication terminal while executing the program. In 
addition to the components shown in FIG. 3, the local host 1 
and the remote host 2 each have components related to a 
feature thereof. For example, in the case where the local 
host 1 is a digital television, the local host 1 has a 
demodulation section for demodulating received broadcast 
waves, a video/audio decoder for decoding demodulated video 
and audio data, and so on. 

[0102] The hardware configurations of the certificate 
authority host 3 and the service administration host 4 are 
also known, and, specifically, may be those used in common 
personal computers and server devices. To realize the 
present embodiment, it is only necessary that each device has 
stored therein a program that executes an operation as 
described below and the CPU of the device reads the program 
and controls operation of the entire device. 

[0103] Note that the local host 1 and the remote host 2 

each at least need to be provided with the memory a3 having 

available storage capacity sufficient to allow operation of a 
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service that is to be downloaded. 

[0104] FIG. 4 is a flowchart for explaining an operation 
of the entire system according to the first embodiment of the 
present invention. Referring to FIG. 4, the operation of the 
entire system and an operation of each host are described 
below. Note that the descriptions given here center on an 
exemplary case where the local host 1 forwards information 
such as a still or video image to the remote host 2 . 
[0105] First, the local host 1 determines whether it has 
software necessary for a remote service for exchanging 
information with the remote host 2, and, if necessary, 
performs download from the service administration host 4. In 
response thereto, the service administration host 4 uploads 
desired software to the local host 1 (step S401) . 
[0106] Next, the local host 1 requests the certificate 
authority host 3 to transmit a user key of itself (step 
S102). In response thereto, the certificate authority host 3 
receives the request from the local host 1, searches 
information of registered user keys for the user key 
corresponding to the local host 1, and returns it (step 
S301) . 

[0107] Next, by transmitting the acquired user key to the 

service administration host 4, the local host 1 requests the 

service administration host 4 to return information as to any 

accessible remote host, thereby making a request to start a 
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desired remote service (step S103) . In response thereto, the 
service administration host 4 checks the transmitted user key 
(step S402) , refers to stored information to acquire 
information as to remote hosts corresponding to the 
transmitted user key, and returns it to the local host 1 
(step S403) . 

[0108] FIG. 5 is a diagram showing exemplary information 
that is returned from the service administration host 4 to 
the local host 1. As shown in FIG. 5, the information that 
is returned from the service administration host 4 to the 
local host 1 includes at least an address of a remote host 
that is capable of performing the desired process, and 
address information of remote software. In the case where no 
remote host exists that is capable of sharing the remote host 
service with the local host 1, the field for an address of a 
remote host, shown in FIG. 5, is blank. In this case, the 
local host 1 terminates the process without performing 
processes including and after step S104. An address of the 
remote software as shown in FIG. 5 is a URL required when the 
remote host 2 downloads the remote software. 

[0109] Note that although the example shown in FIG. 5 

indicates that the remote software is acquired by using a 

hypertext transfer protocol (http) , it may be acquired by 

using another protocol, such as a file transfer protocol 

(ftp) . In addition, in the example shown in FIG. 5, it is 
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assumed that the remote software is provided by the service 
administration host 4. However, if the service 

administration host 4 does not hold the remote software, the 
service administration host 4 may return an address of 
another service administration host (for example, 
http : //service administration host 5/app, etc.)- In 
addition, the remote software may be subjected to a process 
such as compression or encryption. 

[0110] In addition, the service administration host 4 may 
transmit, to the local host 1, not only the information as 
shown in FIG. 5 but also additional information, such as 
hardware properties (specifications or functions: for 
example, storage capacity, available capacity, a data format 
of information that can be processed, resolution, processing 
speed, etc.) of the remote host, and a version of the remote 
software. FIG. 6 is a diagram showing exemplary additional 
information. A version number is, for example, data in the 
form of a numerical value or a character string, which i-s- 
comparablo can be compared in size, and a larger version 
number indicates newer software. Note that FIG. 6 is only 
meant as an example, and the service administration host 4 
may transmit additional information other than that shown 
therein . 

[0111] Next, based on the information as to the remote 

hosts that has been transmitted from the service 
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administration host 4, the local host 1 displays, on the 
display section a5, any remote host having hardware (HW) 
capable of performing the desired process, and allows the 
user to select a remote host by using the input section a6 
(step S104) . At this time, if a plurality of such remote 
hosts exist, the local host 1 displays the plurality thereof. 
Note that if a remote host that satisfies a predetermined 
criterion exists, the local host 1 may select that remote 
host automatically. 

[0112] At this time, if the — additional information has 
been transmitted from the service administration host 4, the 
local host 1 is able to allow the user to select a remote 
host more efficiently, by displaying that information as 
well. In addition, the local host 1 may select and display 
an optimal one out of a plurality of remote hosts (e.g., one 
that has hardware that best satisfies a demand of the user, 
one that processes the demand of the user in the shortest 
time, a combination of a plurality of pieces of hardware that 
satisfy the demand of the user, etc.). 

[0113] With reference to the example shown in FIG. 6, a 

specific manner in which the user who uses the local host 1 

selects a remote host is described. By way of example, 

assume that the local host 1 is a mobile phone, remote host 2 

is a personal computer, and remote host 3 is a video cassette 

recorder or a DVD recorder. In this case, if it is desired 
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that a content stored in the mobile phone should be forwarded 
to a remote host, the user will select remote host 2 because 
a remote host whose hard disk has a larger available capacity 
is preferable. If it is desired that a content in MPEG4 
format which is stored in the mobile phone should be 
reproduced by a remote host, the user will select remote host 
3 because a remote host to be selected needs to be capable of 
processing data in MPEG4 format. Naturally, the local host 1 
may perform such selection automatically by recognizing the 
details of a desired process. 

[0114] The information transmitted from the service 
administration host 4 also includes information as to the 
addresses of the remote hosts 2. Accordingly, next, based on 
an address of the selected remote host, the local host 1 
instructs the selected remote host to download necessary 
software (step S105) . At this time, the local host 1 
transmits, to the remote host, the already acquired user key 
as well. In the case where a version number of software has 
been transmitted from the service administration host 4 as 
the additional information, the local host 1 may transmit a 
version number of software that the remote host is instructed 
to download, together with the instruction to download the 
software . 

[0115] In response thereto, the remote host 2 requests the 

certificate authority host 3 to check the received user key 
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(step S201) . The certificate authority 3 host, responsive to 
this, checks the user key, determines whether the user key is 
correct or not, and then transmits a check result to the 
remote host 2 (step S302) . 

[0116] Next, the remote host 2 determines whether it has 
been authenticated as correct (step S202) . If it has not 
been authenticated, then the remote host 2 terminates the 
process. On the other hand, if it has been authenticated, 
the remote host 2 requests the service administration host 4 
to transmit software necessary for exchanging information 
with the local host 1 (step S203) . In response thereto, the 
service administration host 4 transmits the desired software 
to the remote host 2 (step S404) . Then, the remote host 2 
receives the software (step S204). 

[0117] Once the necessary software has been completely 
downloaded on the remote host side, the environment for 
exchanging information between the local host 1 and the 
remote host 2 is established, so that the local host 1 and 
the remote host 2 perform a necessary process in association 
with each other (steps S106 and S205) , thereby exchanging 
information (still image or video data) therebetween. At 
this time, if the software is compressed or encrypted, the 
remote host 2 performs a process of decompression or decoding 
prior to step S205, i.e., before the execution of the remote 
application . 
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[0118] As described above, the local host is able to 
acquire address information of a remote host from the service 
administration host, even if the address information of the 
remote host is previously unknown. In addition, if it 
becomes necessary to exchange information between the local 
host and the remote host, they are able to download necessary 
software from the service administration host. This enables 
memory areas thereof to be used efficiently. In addition, 
the remote host downloads software after a process of 
authenticating a user key has been performed. This makes it 
possible to prevent the local host from performing an 
unauthorized process, thereby making it possible to construct 
a system which provides safe service. 

[0119] Note that the local host 1 and the remote host 2 
may each erase the downloaded software (SW) as necessary, 
once the process has been completed. 

[0120] Note that the local host 1 and the remote host 2 

may each store the downloaded software (SW) in the storage 

device a4 as necessary, once the process has been completed. 

[0121] Note that although, in the first embodiment, the 

information as to any remote host 2 which is capable of 

communicating with the local host 1 is assumed to be stored 

in the service administration host 4, it may be stored in the 

local host 1 itself. In this case, the local host 1 selects 

a remote host that is capable of executing software necessary 
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for a remote service that is desired to be shared, based on 
the stored information, and then instructs the remote host to 
download the software from the service administration host 4 . 
In response thereto, the remote host downloads the necessary 
software, as instructed, from the service administration host 
4. Then, the remote host and the local host execute the 
software in association with each other, thereby performing 
the exchanging of data, etc. 

[0122] Note that although it is assumed in the first 
embodiment that the local host 1 is not provided with 
software necessary for exchanging information with the remote 
host 2, the local host 1 may be previously provided with the 
software. In this case, the operation of step S101 shown in 
FIG. 4 is omitted. 

[0123] Note that although the first embodiment has been 

described with respect to the case where the local host 1 

forwards information such as a still or video image to the 

remote host 2, the present invention is not restricted to 

this. Conversely, the remote host 2 may cause the local host 

1 to download the necessary software from the service 

administration host 4, and may forward information such as a 

still or video image to the local host 1. Although the 

reversed operation is required, this process can be easily 

carried out according to the above description. 

[0124] Note that although it is assumed in the first 
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embodiment that the remote host 2 downloads software based on 
its own judgment, it may be so arranged that the service 
administration host 4 transmits the software to the remote 
host 2 forcibly. In this case, the local host 1 instructs 
the service administration host 4 to transmit the necessary 
software to the remote host 2 in the operation of step S105. 
At the same time, the local host 1 transmits a user key to 
the service administration host 4. In response thereto, the 
service administration host 4 checks the user key in 
association with the certificate authority host 3, and if the 
user key is correct, it transmits the necessary software to 
the remote host 2. Thus, the remote host 2 is able to 
acquire the necessary software. 

[0125] Note that although in the first embodiment the 

remote host 2 causes the certificate authority host 3 to 

authenticate the local host in order to prevent unauthorized 

access to the remote host 2, the method for preventing the 

unauthorized access is not restricted to this. Even if the 

certificate authority host 3 is not present, it is possible 

to prevent the unauthorized access. For example, in the case 

where the local host 1 requests the remote host 2 to download 

software, the remote host 2 may request the local host 1 to 

transmit a password. Then, if the password is correct, the 

remote host 2 may accept the request to download the 

software. If the password is incorrect, the remote host 2 
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may reject the request to download the software. 
Alternatively, it may be so arranged that a password (s) for 
identifying the local host 1 and the remote host 2 is set in 
the service administration host 4 so as to be associated with 
the user key. The remote host 2 may request the service 
administration host 4 to determine whether the user key 
agrees with the password(s). The above arrangement 

eliminates the need of for the certificate authority host 3, 
and makes it possible for the remote host 2 to independently 
check the validity of a request from the local host 1, 
thereby controlling information exchanged on the network. 

(second embodiment) 
[0126] Since a structure of the entire system according to 
a second embodiment is similar to that of the first 
embodiment, FIG. 1 is used here. A remote host 2 according 
to the second embodiment stores once-downloaded software in 
the storage device a4 thereof. 

[0127] FIG. 7 is a flowchart showing an operation of the 
remote host according to the second embodiment of the present 
invention. The operation as shown in FIG. 7 is performed 
after step S202 shown in FIG. 4 during the operation of the 
remote host according to the first embodiment. Referring to 
FIG. 7, the operation of the remote host according to the 
second embodiment is described below. 

[0128] Firstly, at step S105, the local host 1 transmits a 
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version number together with an instruction to download the 
software. The version number of the software is included in 
the additional information returned by the service 
administration host 4 at step S403. The remote host 2 
determines whether the software which it is instructed by the 
local host 1 to download is stored in the storage device a4 
(step S501) . If it is not stored, the remote host 2 proceeds 
to the operation of step S203 shown in FIG. 4, and requests 
the service administration host 4 to transmit the software. 
[0129] On the other hand, if it is stored, the remote host 
2 determines whether the version of the stored software 
corresponds with to the version of the requested software 
(step S502). This comparison of versions is conducted by 
comparing the version number of the software which is 
transmitted from the local host 1 together with the download 
instruction with the version number of the software stored in 
the remote host 2. FIG. 8A is a diagram showing an instance 
where the versions correspond with to each other. FIG. 8B is 
a diagram showing an instance where the versions do not 
correspond with to each other. 

[0130] Note that even in the case where the version 

numbers do not completely correspond with each other, if a 

predetermined requirement is fulfilled (e.g., the version 

number of the software stored by the remote host 2 is newer 

than the version number of the software requested by the 
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local host 1, etc.) , the remote host 2 may consider the 
versions as corresponding with to each other. Because the 
local host 1 has downloaded the necessary software from the 
service administration host 4 (see step S101 in FIG. 4), the 
local host 1 has obtained the latest software. Consequently, 
it may be that the version of the software obtained by the 
local host 1 and the version of the software stored in the 
remote host 2 do not correspond with — to each other. 
Therefore, the remote host 2 performs version check by an 
operation of step S502 . 

[0131] If it is determined at step S502 that the versions 

correspond with — to each other, the remote host 2 reads the 

software stored in the storage device a4 (step S503) , 

proceeds to the operation of step S205 shown in FIG. 4, and 

executes the software in association with the local host 1. 

On the other hand, if it is determined that the versions do 

not correspond with to each other, i.e., mcrcly only an older 

version of the software is stored, the remote host 2 discards 

the older version of software (step S504) and proceeds to the 

operation of step S203 shown in FIG. 4 to download the latest 

version of software from the service administration host 4. 

[0132] As described above, in the second embodiment, the 

remote host keeps the once-downloaded software stored 

therein. If software that is to be executed has not been 

stored therein, the remote host downloads the latest version 
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of software. Accordingly, software is not necessarily 
downloaded, resulting in a reduction of communication time 
spent in downloading. 

[0133] Note that it is assumed in the second embodiment 

that in the case where the remote host downloads software 

from the service administration host, version check is 

conducted. The remote host may also perform version check in 

the case where the service administration host transmits the 

software to the remote host in response to an instruction 

from the local host. Specifically, before transmitting the 

software forcibly, the service administration host reports, 

to the remote host, the version of the software intended to 

be transmitted. The remote host recognizes the reported 

version and determines whether software of that version is 

stored. If no software of that version is stored, or if 

morcly only an older version of the stored software is stored, 

the remote host reports, to the service administration host, 

a permission to transmit the software. On the other hand, if 

the latest version of the software is stored, the remote host 

reports to the service administration host that the 

transmission of the software be cancelled. The service 

administration host does or does not transmit the software 

depending on the report from the remote host. 

(third embodiment) 

[0134] Since a structure of the entire system according to 
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a third embodiment is similar to that of the first 
embodiment, FIG. 1 is used here. The local host 1 according 
to the third embodiment keeps once-downloaded software in the 
storage device a4 thereof. In addition, it is assumed in the 
third embodiment that, as described in the second embodiment, 
the remote host operates to store once-downloaded software in 
the storage device a4 thereof, and to download the latest 
version of software. 

[0135] FIG. 9 is a flowchart showing an operation of a 
local host according to the third embodiment of the present 
invention. The operation as shown in FIG. 9 is performed 
before step S101 shown in FIG. 4, during the operation of the 
local host according to the first embodiment. Referring to 
FIG. 9, the operation of the local host according to the 
third embodiment is described below. 

[0136] First, the local host 1 acquires, from the service 
administration host 4, a list of available services 
(hereinafter referred to as a "service list") (step S601) . A 
process performed at step S601 is described later (see FIG. 
10) . In the service list, each service is associated with a 
remote host(s) necessary for carrying out the service. This 
remote host(s) refers to a remote host(s) capable of 
accessing the local host 1 which has requested the service 
list . 

[0137] Next, the local host 1 allows the user to select a 
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service that he or she desires to use, and recognizes 
software necessary for the service (step S602) . 
[0138] Next, the local host 1 determines whether the 
recognized software is already stored in the storage device 
a4 (step S603) . If it is not stored yet, the local host 1 
proceeds to the operation of step S101 in FIG. 4, and 
downloads the desired software from the service 
administration host 4. 

[0139] On the other hand, if it is already stored, the 
local host 1 determines whether the stored software is the 
latest version or not by inquiring of the service 
administration host 4 whether it is the latest version (step 
S604) . If it is not the latest version, the local host 1 
discards this older version of the software (step S606) , and 
proceeds to the operation of step S101 in FIG. 4, to download 
the latest version of the software from the service 
administration host 4 . On the other hand, if it is the 
latest version, the local host 1 reads the software stored in 
the storage device a4 (step S605) , and proceeds to the 
operation of step S102 in FIG. 4. 

[0140] FIG. 10 is a flowchart showing operations of the 

local host and the service administration host during the 

service list acquisition process (step S601) . With reference 

to FIG. 10, the operations of the local host 1 and the 

service administration host 4 during the service list 
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acquisition process (step S601) are described below. 
[0141] First, the local host 1 requests the service 
administration host 4 to transmit the service list (step 
S701) . 

[0142] In response thereto, the service administration 
host 4 recognizes all services that are registered therein 
(step S801) . Next, with respect to each service, the service 
administration host 4 checks a remote host(s) that is capable 
of carrying out the service and of accessing the local host 
1, and associates the remote host(s) with the service (step 
S802). Next, the service administration host 4 transmits, as 
the service list, a list in which the services are each 
associated with the remote host(s) (step S803) , and 
terminates the process. 

[0143] The local host 1 receives the service list which is 
transmitted from the service administration host 4, displays 
it on the display section a5 (step S702) , and returns to the 
operation shown in FIG. 9. 

[0144] Thus, the user is able to recognize an accessible 
remote host and recognize a — porvico services which can be 
carried out by the remote host. 

[0145] Note that, at step S602 in the third embodiment, in 

addition to allowing the user to select a service, the local 

host 1 may also allow the user to select a remote host after 

acquiring the user key. In this case, the operations of 

48 



steps S102 to S104 can be omitted. 

[0146] Note that although it has been assumed in the third 
embodiment that the local host 1 acquires the service list, 
it may be so arranged that the local host 1 acquires a list 
of accessible remote hosts (hereinafter referred to as a 
"remote host list") . FIG. 11 is a flowchart showing 
operations of the local host and the service administration 
host when the list of accessible remote hosts is acquired. 
[0147] As shown in FIG. 11, the local host 1 first 
requests the service administration host 4 to transmit the 
remote host list (step S711) . In response thereto, the 
service administration host 4 refers to a list which has 
previously been set (see FIG. 2) to recognize remote hosts 
that are capable of accessing the local host (step S811) ; 
recognizes servicesa — service — that can be carried out by each 
remote host (step S812); transmits, to the local host 1, the 
remote host list in which the remote hosts are each 
associated with the service (step S813) ; and terminates the 
process. The local host 1 receives and displays the remote 
host list (step S712), and returns to the operation shown in 
FIG. 9. 

[0148] Thus, the user is able to recognize any accessible 
remote host and to recognize services which a — service can be 
carried out by the remote host. 

[0149] Note that it has been assumed in the examples shown 
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in FIG. 10 and FIG. 11 that the local host 1 acquires a 

service list or a remote host list directly from the service 

administration host 4 . However, it may be so arranged that 

the local host 1 requests the certificate authority host 3 to 

acquire the service list or the remote host list and the 

certificate authority host 3 acquires the service list or the 

remote host list from the service administration host 4 and 

transmits it to the local host 1. Also, it may be so 

arranged that the certificate authority host 3 creates the 

service list or the remote host list, and transmits it to the 

local host 1. The function of the certificate authority host 

of this case may be performed by another computer device (a 

host for list relaying) , such as the local host, a remote 

host, a home server, or the like. 

(fourth embodiment) 

[0150] In the first embodiment, even if a remote host 

which can be selected by the local host is present, it is 

impossible to carry out, for example, a process of 

transmitting information possessed by the local host to the 

remote host, unless the power of the remote host is on. 

[0151] In such a case, a local host according to a fourth 

embodiment causes the service administration host (or another 

remote host which the local host is permitted to access) to 

temporarily carry out a required process. For example, in 

the case where the local host is to forward image data to the 
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remote host, the local host temporarily forwards the image 
data to the service administration host. 

[0152] If it is recognized that the power of the remote 
host selected by the local host has been turned on, the 
information which the service administration host acting as a 
proxy has obtained is forwarded further to the remote host. 
[0153] As described above, in the fourth embodiment, even 
if the power of the remote host selected by the local host is 
off, the service administration host is able to act as a 
proxy to perform a necessary process and thereafter forward 
information to the remote host. Therefore, it is possible to 
provide a system which is capable of fulfilling a request of 
the local host even when a desired remote host is turned off. 
[0154] Note that in the case where the service 
administration host or a different remote host is unable to 
complete a process but able to finish a part of the process, 
the local host may cause the service administration host or 
the different remote host to execute that part of the 
process, and may forward a resultant from the execution after 
the power of the selected remote host is turned on. Thus, 
the load on the selected remote host can be reduced, and even 
when the remote host selected by the local host is turned 
off, it is possible to satisfy a request of the local host to 
some extent, although it takes more time to complete the 
process . 
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[0155] Note that, instead of the service administration 
host, the certificate authority host as a home server may 
perform a proxy process as described above. 

(fifth embodiment) 
[0156] The first embodiment cannot cope with cases where a 
process which would satisfy a request of the local host 
cannot be performed by only a single remote host. In some of 
such cases, however, the request will be satisfied by 
employing two or more remote hosts. For example, in the case 

where a function of converting a format (e.g., data format, 

compression, etc.) of information or a function of converting 
a resolution is possessed by one remote host whereas a 
function of storing information is possessed by another 
remote host, it is impossible for a single remote host to 
perform a process of converting the format or resolution of 
the information and thereafter storing the information. 
However, that process can be performed by the two remote 
hosts operating in collaboration. 

[0157] A local host according to a fifth embodiment first 

transmits information to a remote host having a function of 

converting a format of information (or a function of 

converting resolution of information) to cause the remote 

host to perform conversion, and then transmits the 

information after conversion to another remote host having a 

function of storing information to cause that remote host to 
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store the information. 

[0158] Conversely, a remote host may transmit information 
to another remote host having a function of converting the 
format of information (or a function of converting the 
resolution of information) to cause that remote host to 
perform conversion, and thereafter may transmit the 
information after conversion to the local host to cause the 
local host to store the information. 

[0159] As described above, in the fifth embodiment, in the 
case where a format conversion or a resolution conversion is 
required to be performed, for example, it is possible to 
cause a remote host capable of performing such a process to 
perform the process, and thereafter exchange information with 
another remote host. Thus, the following troubles can be 
prevented from occurring: a process cannot be performed 
because of incompatibility in formats of information; the 
exchanging of information cannot be performed because of 
difference in resolution; and so on. 

[0160] Specifically, the fifth embodiment is applicable to 

a case as described below. In a digital television, MPEG2 is 

used as a format of video. Meanwhile, in a mobile phone, 

MPEG4 is used as a format of video. In this situation, 

reproduction cannot be successfully performed if video data 

stored in the mobile phone is forwarded to the digital 

television or if video data stored in the digital television 
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is forwarded to the mobile phone. In this case, the mobile 
phone may cause a remote host having a function of converting 
format to perform format conversion, and thereafter may 
forward the data to the digital television. The converse is 
also true. 

(sixth embodiment) 
[0161] It has been assumed in the first embodiment that 
the local host acquires, from the service administration 
host, information of the remote host. However, in the case 
where the local host and the remote host belong to the same 
network, the local host is capable of acquiring the 
information of the remote host without the use of the service 
administration host. Therefore, the structure of the service 
administration host can be made simpler. 

[0162] FIG. 12 is a diagram showing the entire structure 
of a service software acquisition system according to a sixth 
embodiment of the present invention. In FIG. 12, the service 
software acquisition system includes a local host 11, two 
remote hosts 12, and a service administration host 14. Note 
that although the local host 11 and the service 
administration host 14 are each described herein as being 
single *e — numbor units , they can be multiple in number. In 
addition, the number of remote hosts 12 may be less than or 
greater than two. 

[0163] In FIG. 12, the local host 11 and the remote hosts 
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12 are electronic devices such as digital televisions and 
set-top boxes, which are installed in houses. The local host 
11 and the remote hosts 12 are connected to one another via a 
local network 16. The local network 16 may be either a wire 
network or a wireless network. A typical communications 
protocol for the local network 16 is TCP/IP. The TCP/IP is a 
known technique which provides a protocol for exchanging 
information between a plurality of devices, and a detailed 
description thereof is omitted. The local network 16 is 
connected to the Internet 15 outside a house via a router 17. 
The router 17 is a gateway for connecting the local network 
16 inside the house to the Internet 15. As specific examples 
of the router 17, known devices such as an ADSL modem, a 
broadband router, a home server can be pointed out. 
[0164] In such a network, the local host 11 is capable of 
discovering a remote host 12 by utilizing broadcast 
communication (which is also referred to as "multicast 
communication") . The term "broadcast" refers to a process of 
transmitting the same message to all electronic devices that 
are connected to the local network 16. A typical known 
technique for discovering a remote host by utilizing the 
broadcast communication is SSDP (Simple Service Discovery 
Protocol) . 

[0165] An operation of the SSDP is simply described here. 

The local host 11 broadcasts a request called "SSDP Search" 
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(hereinafter referred to as an "SSDP search request") to all 
devices connected to the local network 16. In response 
thereto, the remote hosts 12 return, to the local host 11, 
their own IP addresses and/or information as to available 
services. Thus, the local host 11 is able to acquire 
information as to the remote hosts 12. 

[0166] FIG. 13 is a flowchart for explaining an operation 
of the entire system according to the sixth embodiment of the 
present invention. With reference to FIG. 13, the operation 
of the entire system and an operation of each host are 
described below. 

[0167] First, the local host 11 determines whether it 
possesses software necessary for a remote service for 
exchanging information with a remote host 12, and if 
necessary, the local host 11 downloads the software from the 
service administration host 14 (steps S1101 and S1401) . 
[0168] Next, the local host 11 broadcasts SSDP search 
requests in order to find whether a remote host which is 
capable of carrying out the desired service exists or not 
(step S1102) . In response thereto, each remote host 12 
returns a message (hereinafter referred to as an "SSDP search 
response") including its own IP address, specifications, a 
process function, and so on (step S1201) . 

[0169] Next, based on the information included in the 

received SSDP search responses, the local host 11 displays 

56 



remote hosts having hardware (HW) that is capable of 

executing the desired process, and allows the user to select 

a remote host (step S1103) . At this time, if a plurality of 

such remote hosts exist, the local host 11 displays the 

plurality thereof. Note that it may be so arranged that if a 

remote host that satisfies a predetermined criterion exists, 

the local host 11 selects that remote host automatically. 

[0170] Next, the local host 11 instructs the selected 

remote host to download necessary software (step S1104). In 

response thereto, the remote host 12 downloads the necessary 

software from the service administration host 4 (steps S1202 

and S1402) . Once the download of the necessary software has 

been completed on the remote host side, the environment for 

exchanging information between the local host 11 and the 

remote host 12 is established, so that the local host 11 and 

the remote host 12 perform a necessary process in association 

with each other (steps S1105 and S1203) and perform the 

exchanging of the information (still or video image data) . 

[0171] This structure enables the local host 11 to acquire 

information as to remote hosts by using the broadcast 

communication. Therefore, the service administration host 14 

need not hold the information as to the remote hosts. 

[0172] Note that although it has been assumed in the sixth 

embodiment that the — SSDP is used as a means for the local 

host 11 to discover remote hosts, the present invention is 
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not restricted to this. As techniques that produce similar 
effects, there are known techniques such as Rendezvous. As 
in these techniques, it may be so arranged that the broadcast 
communication is used for the local host to search for remote 
hosts . 

[0173] Note that it has been assumed in the sixth 
embodiment that the network to which the broadcast 
communication is applied is a local network. In the case of 
a wide area network, it may be so arranged that the local 
host searches for remote hosts capable of executing the 
desired process by applying the broadcast communication to a 
plurality of remote hosts that belong to a predetermined 
group . 

[0174] It goes without saying that variations of the first 
to fifth embodiments can also be applied to the sixth 
embodiment . 

INDUSTRIAL APPLICABILITY 

[0175] The present invention provides service software 

acquiring method and system, and an electronic communication 

device used therefor, which are useful for, for example, a 

system in which software which is regularly unused and 

unnecessary can be acquired as necessary and in which a 

service is executed by a plurality of electronic 

communication devices connected to one another via a network 
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operating in association with one another. 
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ABSTRACT 



An object — ±-s — to provide — aA method for making it possible 
to exchange information between a local host and a remote 
host even if necessary software is not previously prepared. 
5 A local host -fi-) — requests a service administration host -f4-)- 
to start a desired remote service. In response to the 
request to start the remote service, the service 
administration host -H-) — selects remote hosts -(-3-) — that are 
capable of sharing the remote service with the local host, 

10 and returns information as to the remote hosts -f2-) — to the 
local host. Based on the returned information as to the 
remote hosts — (-2-)-, the local host -ft) — selects a remote host 
-f2-) — with which it desires to share the remote service, and 
instructs the remote host (-2-) — to download, from the service 

15 administration host H-K software for sharing the remote 

service. The remote host -f2-) — downloads, from the service 
administration host — H-)-, necessary software as instructed. 
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